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Digital	Arrest	Scams:	Analyzing	India's	
Growing	Cyber	Threats	and	Mitigation	

Strategies	
GS	Paper	3:	Internal	Security-	Cybersecurity:	Emerging	cyber	threats,	digital	arrest	scams,	and	their	impact	on	
national	security.	

Why in News? 
In	2024,	digital	arrest	scams	have	emerged	as	a	significant	cybercrime	trend	in	India,	affecting	more	than	92,000	victims.	These	
scams	involve	cybercriminals	posing	as	law	enforcement	officers	and	extorting	money	or	personal	information	by	using	advanced	
technological	tools	like	deepfakes	and	AI-modulated	voices.	High-profile	cases,	such	as	the	Vardhman	Group	director’s	case,	
have	drawn	attention	to	the	severity	of	this	issue.	

What is a Digital Arrest Scam? 
A	digital	 arrest	 scam	is	 a	 sophisticated	 cybercrime	 tactic	 where	 criminals	 impersonate	 officials	 from	 agencies	 like	 the	CBI,	
Narcotics	Bureau,	Enforcement	Directorate	(ED),	 or	 local	police	 to	 intimidate	victims.	The	scammers	accuse	 the	victims	of	
fabricated	crimes,	such	as	drug	trafficking	or	money	laundering,	and	demand	immediate	payment	or	personal	details	under	the	
guise	of	resolving	legal	issues.	

Modus Operandi of Digital Arrest Scams 
1. Caller	ID	SpooJing	

• How	it	Works:	
o Scammers	use	software	to	disguise	their	phone	numbers	as	those	belonging	to	legitimate	government	agencies	or	law	
enforcement	ofDices.	

o They	also	reach	out	via	video	calls	on	platforms	like	WhatsApp	or	Skype	to	enhance	their	credibility.	

2. Intimidation	Tactics	

• False	 Accusations:	Victims	 are	 accused	 of	 serious	 crimes,	 often	 accompanied	 by	 fabricated	 evidence	 like	fake	 arrest	
warrants	or	legal	notices.	

• Fear	and	Panic:	Threats	of	jail	time,	property	seizures,	or	asset	freezes	create	a	sense	of	urgency,	compelling	victims	to	
act	without	verifying	the	claims.	

3. Isolation	and	Control	

• Control	Tactics:	Victims	are	instructed	to	remain	on	the	call	and	avoid	contacting	anyone	else.	
• Advanced	Tools:	Scammers	use	deepfake	videos	to	impersonate	ofDicials	and	create	convincing	fake	legal	setups.	
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4. Financial	Demands	and	Identity	Theft	

• Monetary	 Extortion:	Payments	 are	 demanded	 via	cryptocurrency,	gift	 cards,	 or	wire	 transfers,	 which	 are	 difDicult	 to	
trace.	

• Personal	Data	Theft:	Victims	are	coerced	into	sharing	Aadhaar,	PAN,	or	bank	account	details,	which	are	then	used	for	
further	frauds.	

Examples of Digital Arrest Fraud Cases 
1. Vardhman	Group	Director’s	Case:	Textile	industry	magnate	S.P.	Oswal	was	duped	of	₹7	crore	by	scammers	posing	as	CBI	
ofDicers.	They	accused	him	of	involvement	in	a	money	laundering	case	and	used	fabricated	documents	to	intimidate	him	into	
transferring	funds.	

2. Impersonation	of	Chief	Justice	of	India:	Fraudsters	impersonated	Chief	Justice	of	India	D.Y.	Chandrachud,	conducted	a	
fake	court	hearing	via	Skype,	and	issued	a	bogus	order,	showcasing	the	use	of	advanced	impersonation	tactics.	

Rising Cybercrime Incidents in India 
Data	on	Cybercrime	

• According	to	the	National	Crime	Records	Bureau	(NCRB):	
o 2020:	10,395	cybercrime	cases.	
o 2021:	14,007	cases.	
o 2022:	17,470	cases.	

• Digital	Arrest	Scams:	
o Over	63,481	complaints	in	2024,	with	Dinancial	losses	amounting	to	₹1,616	crore.	

Broader	Trends	

• Cybercrimes	are	increasingly	sophisticated,	leveraging	AI	and	deepfake	technologies.	
• Scammers	target	victims	across	demographics,	including	the	elderly,	wealthy	individuals,	and	even	tech-savvy	professionals.	

Concerns with Digital Arrest Scams 
1. Financial	Losses:	Victims	lose	substantial	amounts,	often	impossible	to	recover	due	to	untraceable	payment	methods	like	
cryptocurrency	or	gift	cards.	

2. Emotional	 and	 Psychological	 Impact:	 Victims	 experience	stress,	anxiety,	 and	 trauma	 due	 to	 the	 threatening	 and	
manipulative	nature	of	the	scams.	

3. Identity	and	Data	Theft:	Stolen	personal	information	is	used	to:	

o Open	bank	accounts.	
o Obtain	credit	cards.	
o Commit	further	frauds	in	the	victim’s	name.	

4. Use	of	Advanced	Technologies:	Scammers	use	AI	tools	to	create	deepfake	videos	and	voice	modulation,	complicating	
detection	and	prosecution.	

5. Cross-Border	Challenges:	Many	scams	originate	from	Southeast	Asia,	particularly	Cambodia,	Thailand,	and	China,	making	
it	difDicult	for	Indian	law	enforcement	to	trace	and	prosecute	the	perpetrators.	

Government Initiatives to Combat Digital Arrest Scams 
1. Indian	Cybercrime	Coordination	Centre	(I4C)	

• Role:	
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o Established	by	the	Ministry	of	Home	Affairs	to	combat	cybercrime.	
o Acts	as	a	nodal	agency	for	addressing	cyber	frauds.	

• Achievements	(2024):	
o Blocked	over	1,000	Skype	IDs	linked	to	digital	arrest	scams.	
o Recorded	losses	of	₹120.30	crore	due	to	digital	arrest	scams	between	January	and	April.	

2. Inter-Ministerial	Committee	on	Transnational	Cybercrime	

• Objective:	

o Established	in	May	2024	to	address	cybercrimes	originating	from	Southeast	Asia.	
o Focuses	on	intelligence	sharing	and	coordinated	action	against	transnational	scams.	

3. Public	Awareness	Campaigns	

• Collaborations	with	Microsoft	and	other	tech	companies	to	educate	the	public	on	cybercrime	risks.	
• Schools	and	colleges	engaged	to	spread	awareness	about	cyber	safety.	

4. Cybercrime	Reporting	Mechanisms	

• Helpline:	1930.	
• Online	Portal:	cybercrime.gov.in	for	Diling	complaints.	

Challenges in Combating Digital Arrest Scams 
1. Anonymity	of	Cybercriminals:	Use	of	VPNs	and	encrypted	messaging	apps	makes	it	difDicult	to	trace	their	identities.	

2. Lack	of	International	Coordination:	Different	cybercrime	laws	across	countries	hinder	collaborative	enforcement.	

3. Rapidly	 Evolving	 Tactics:	 Scammers	 constantly	 update	 their	 techniques,	 leveraging	social	 engineering,	phishing,	
and	malware.	

4. Resource	Constraints:	Limited	technological	and	manpower	resources	among	law	enforcement	agencies	to	handle	complex	
cybercrimes.	

Way Forward 
1. Public	Awareness	and	Education	

• Mass	Awareness	Campaigns:	Targeting	vulnerable	groups,	such	as	the	elderly	and	less	tech-savvy	individuals.	
• Educational	Initiatives:	Including	cyber	safety	in	school	and	college	curricula.	

2. VeriJication	of	Calls	and	Emails:	Avoid	sharing	sensitive	information	without	verifying	the	source	through	ofDicial	channels.	

3. Technological	Solutions:	Use	Jirewalls,	two-factor	authentication,	and	encryption	tools	to	enhance	cybersecurity.	

4. Strengthening	 International	 Cooperation:	 Build	 cross-border	 frameworks	 for	 intelligence	 sharing	 and	 coordinated	
responses	to	transnational	scams.	

5. Reporting	and	Documentation	

• Encourage	victims	to	report	scams	promptly	to	1930	or	cybercrime.gov.in.	
• Document	evidence,	such	as	screenshots	or	recorded	calls,	to	aid	investigations.	

Conclusion 
Digital	 arrest	 scams	 represent	 an	 evolving	 threat	 in	 India’s	 cybercrime	 landscape,	 leveraging	 advanced	 technologies	 and	
psychological	manipulation.	While	government	initiatives	like	I4C	and	public	awareness	campaigns	have	made	progress,	tackling	
these	scams	requires	a	multi-faceted	approach.	Strengthening	cybersecurity	infrastructure,	enhancing	public	vigilance,	and	
fostering	international	collaboration	are	critical	steps	to	protect	individuals	and	ensure	a	secure	digital	environment.	
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MAINS	QUESTION	
Cybersecurity	is	as	critical	as	physical	security	in	the	digital	age."	Analyze	this	
statement	in	the	context	of	the	rise	in	digital	arrest	scams	in	India.	
	

 


